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Object:
• The IT-MOD Multiservice Card project

Agenda: 
• 1. Project start and motivations
• 2. Basic requirements
• 3. Card general description
• 4. Card functions and available services
• 5. Issuing facilities and architecture
• 6. Future developments
• 7. Q&A session
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Project start and motivations

The initial project, named “Milcard”, started in year 2000, with
a limited extent to the Italian Army.

Its main goal was to collect and store
(also) on a smart card the health
information of every soldier operative 
in the balcanic area.

As a secondary goal, the 
card was used in order to
securely identify the 
personnel accessing the 
central databank.

Central Data 
Bank
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Card requirements

• Support digital certificates for legally valid digital signature, strong 
authentication and data encyphering;

• Become the new electronic ID document of the Defence personnel;

• Contain the health data of the IT-MOD employee (emergency card);

• Contain two fingerprint templates (right and left hand);

• Be interoperable with the other relevant electronic ID documents used in 
Italy (Electronic ID Card (CIE), National Service Card (CNS)) 

• Be interoperable with international standards for the health data 
structure (NETLINK standard adopted).
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Card requirements

pre-Personalization on behalf of the “Istituto 
Poligrafico Zecca dello Stato” (Official Production 

Plant of the italian Government)



UNCLASSIFIED 6

UNCLASSIFIED

MultiserviceMultiservice DefenceDefence Card (CMD)Card (CMD)
Card general description

Physical dimension in accordance
with ISO 7810, 7816-1, 2

Laser engraved unique id card 
number

Security hologram
(mixed Dot-Matrix 2D/3D)
Anti counterfeating and 
microprint elements

Microprint

Microprint

Chip and Operating system ITSEC 
e4-High / Common Criteria certified

Holographic overlay to protect the 
final personalization phase with the 
Repubblica Italiana Image

Anti counterfeating and 
microprint elements
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Card general description

OfficialOfficial guidelinesguidelines forfor the the digitaldigital administrationadministration forfor yearyear 2004:2004:

““Distribuzione ai dipendenti pubblici di carte elettroniche multiDistribuzione ai dipendenti pubblici di carte elettroniche multiserviziservizi””

(delivery (delivery toto public public employeesemployees of of multiservicemultiservice electronicelectronic cardscards))

The ITThe IT--MOD MOD hashas beenbeen invitedinvited byby ItalianItalian NationalNational Center Center forfor InformationInformation
TechnologyTechnology forfor PubblicPubblic AdministrationAdministration (CNIPA)(CNIPA)

The CMD  The CMD  hashas beenbeen approvedapproved byby the the ItalianItalian GovernmentGovernment withinwithin the the 
InformationInformation Society Society MinisteryMinistery CommitteeCommittee chairedchaired byby the the MinisterMinister
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Card general description

PersonnelPersonnel healthhealth data managementdata management
Military hospital

Standard Netlink coding

Central databank of 
the IT-MOD
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Card general description

CentralCentral Data Data BankBank of the ITof the IT--MODMOD

Central Data 
Bank
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Card general description

(Health data 
management 

module)
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ITIT--MOD MOD MultiserviceMultiservice CardCard
Card general description

First aid

Reading of health data, 
injured man stabilization

Operative zone

Update
The CMD is updated with all 

relevant information for 
leaving the operation theatre

Injured man data trasmission

Information for the 
Hospital

Evacuation modalities
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Card functions and available services

Access controlAccess control

CMD can be used for:
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Card functions and available services

CMD can be used for:
Access controlAccess control

DigitalDigital signaturesignature
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Card functions and available services

CMD can be used for:
Access controlAccess control
DigitalDigital signaturesignature
Access Access toto restrictedrestricted areasareas
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Card functions and available services

CMD can be used for:
Access controlAccess control
DigitalDigital signaturesignature
Access Access toto restrictedrestricted areasareas
FuelFuel cardcard
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Card functions and available services

CMD can be used for:
Access controlAccess control
DigitalDigital signaturesignature
Access Access toto restrictedrestricted areasareas
FuelFuel cardcard
CentralCentral data data bankbank accessaccess
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Card functions and available services

CMD can be used for:
Access controlAccess control
DigitalDigital signaturesignature
Access Access toto restrictedrestricted areasareas
FuelFuel cardcard
CentralCentral data data bankbank accessaccess
WeaponWeapon retrievalretrieval
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Card functions and available services

CMD can be used for:
Access controlAccess control
DigitalDigital signaturesignature
Access Access toto restrictedrestricted areasareas
FuelFuel cardcard
CentralCentral data data bankbank accessaccess
WeaponWeapon retrievalretrieval
Cantine access and Cantine access and servicesservices
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Card functions and available services

CMD can be used for:
Access controlAccess control
DigitalDigital signaturesignature
Access Access toto restrictedrestricted areasareas
FuelFuel cardcard
CentralCentral data data bankbank accessaccess
WeaponWeapon retrievalretrieval
Cantine access and Cantine access and servicesservices
PrisonerPrisoner ID ID documentdocument ((GeneveGeneve convention)convention)
BoardingBoarding checkcheck list controllist control
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Issuing facilities and architecture

Decentralized Data Capturing ArchitectureDecentralized Data Capturing Architecture

Photograph
Fingerprint
Signature Data

photograph

fingerprint SIGE databank

Personnel data

Commander digital
signature

Data signed by the Commander

Traditional (hand) signature

Data verification

Operator digital signture
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Issuing Infrastructure of the Issuing Infrastructure of the ““Card ManagementCard Management””

Card Management System

CMD CMD PIN

Data signed by the Commander

Photograph
Fingerprint
Signature Data
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Future developments

Additional data structure for future services
can be installed in the chip EEPROM by a 
special secure Server

Services

Service data 
structure

Within this data structure, under special security
conditions, it is allowed to load new services

Installation
server install

Card is open to host new services in the futureCard is open to host new services in the future
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Future developments

Health check-up databank
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Future developments

OptimizationOptimization of the of the useuse of of medicalmedical personnelpersonnel
Remote Remote useuse of of complexcomplex medicalmedical equipmentsequipments

Telemedicine Telemedicine 
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Summary

1. Project start and motivations
2. Card general description
3. Basic requirements
4. Card functions and available services
5. Issuing facilities and architecture
6. Future developments
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