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. Project start and motivations

. Basic requirements

. Card general description

4. Card functions and available services
. Issuing facilities and architecture

. Future developments

. Q&A session
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Multiservice Defence Card (CMD)
Project start and motivations

The initial project, named “Milcard”, started in year 2000, with
a limited extent to the Italian Army.

Its main goal was to collect and store
(also) on a smart card the health
Information of every soldier operative
In the balcanic area.

As a secondary goal, the
card was used In order to
securely identify the
personnel accessing the
central databank.
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Multiservice Defence Card (CMD)

Card requirements
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Support digital certificates for legally valid digital signature, strong
authentication and data encyphering;

Become the new electronic ID document of the Defence personnel,

Contain the health data of the IT-MOD employee (emergency card);

Contain two fingerprint templates (right and left hand);

Be interoperable with the other relevant electronic ID documents used in
Italy (Electronic ID Card (CIE), National Service Card (CNS))

Be interoperable with international standards for the health data
structure (NETLINK standard adopted).
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Multiservice Defence Card (CMD)
Card requirements

pre-Personalization on behalf of the “Istituto
Poligrafico Zecca dello Stato” (Official Production
Plant of the italian Government)
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Multiservice Defence Card (CMD)

Card general descrlptlon
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IT-MOD Multiservice Card (CMD)

Card general descrlptlon |
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The CMD has been approved by the Italian Government within the
Information Society Ministery Committee chaired by the Minister

Official guidelines for the digital administration for year 2004:
“Distribuzione ai dipendenti pubblici di carte elettroniche multiservizi”

(delivery to public employees of multiservice electronic cards)

The IT-MOD has been invited by Italian National Center for Information
Technology for Pubblic Administration (CNIPA)
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IT-MOD Multiservice Card (CMD)

Card general descrlptlon

Personnel health data management

Standard Netlink coding
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— Card generaldescrlptlon
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IT-MOD Multiservice Card (CMD)

Card general description
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IT-MOD Multiservice Card

Card general descrlptlon |

First aid
Reading of health data,
injured man stabilization

Information for the
Hospital

Update
The CMD is updated with all i
relevant information for
leaving the operation theatre &
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IT-MOD Multiservice Card (CMD)

Card functions and available services

CMD can be used for:

d Access control
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IT-MOD Multiservice Card (CMD)

Card functions and available services
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CMD can be used for:

d Access control

O Digital signature
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P Card functions and avallable serwces

CMD can be used for:

JAccess control
L Digital signature
JAccess to restricted areas

UNCLASSIFIED




UNCLASSIFIED

IT-MOD Multiservice Card (CMD)

Card functions and avallable servmes
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CMD can be used for:

JAccess control
UDigital signature
JAccess to restricted areas

JFuel card
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P Card functions and avallable serwces

CMD can be used for:

L Access control

U Digital signature
JAccess to restricted areas
QFuel card

L Central data bank access
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IT-MOD Multiservice Card (CMD)

Card functions and avallable servu:es

CMD can be used for:

L Access control

UDigital signature
JAccess to restricted areas
UFuel card

L Central data bank access
dWeapon retrieval
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IT-MOD Multiservice Card (CMD)

Card functions and available services

CMD can be used for:

L Access control

UDigital signature

JAccess to restricted areas
Fuel card

L Central data bank access
dWeapon retrieval

dCantine access and services
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IT-MOD Multiservice Card (CMD)

Card functions and available servic
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IT-MOD Multiservice Card

Issuing facilities and architecture
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IT-MOD Multiservice Card (CMD)
Issuing Infrastructure of the “Card Management”
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Future developments
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Card is open to host new services in the future

Additional data structure for future services

special secure Server

Services

)
Installation
server i
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/
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Service data
structure

J
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Within this data structure, under special security
conditions, it is allowed to load new services
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Health check-up databank
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— Future developments

Optimization of the use of medical personnel
Remote use of complex medical equipments
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Multiservice Defense Card (CMD)
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Summary

1. Project start and motivations

2. Card general description

3. Basic requirements

4. Card functions and available services
5. Issuing facilities and architecture

6. Future developments
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¥/ Multiservice Defense Card (CMD)
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Questions ?
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